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Abstract

Extensible Business Reporting Language (XBRL) is an XML-based method for financial reporting. XBRL was developed to provide users with an efficient and effective means of preparing and exchanging financial information over the Internet. However, like other unprotected data coded in XML, XBRL (document) files (henceforth, documents) are vulnerable to threats against their integrity. Anyone can easily create and manipulate an XBRL document without authorization. In addition, business and financial information in XBRL can be misinterpreted, or used without the organization’s consent or knowledge.

Extensible Assurance Reporting Language (XARL) was initially developed by Boritz and No (2003) to enable assurance providers to report on the integrity of XBRL documents distributed over the Internet. Providing assurance on XBRL documents using XARL could help users and companies reduce the uncertainty about the integrity of those documents and provide users with trustworthy information that they could place warranted reliance upon.

A limitation of the initial conception of XARL was its tight linkage with the XBRL document and the comparatively primitive approach to codifying the XARL taxonomy.  In this paper, we have reconceptualized the idea of XARL as a standalone service for providing assurance on potentially any XML-based information being shared over the Internet. While our illustrative application in this paper continues to be XBRL-coded financial information, the code that underlies this version of XARL is a significant revision of our earlier implementation of XARL, is compatible with the latest version of XBRL, and moves XARL into the Web services arena. 
Keywords: 
Accounting was developed in response to the demands of business and other organizations and users for relevant and reliable financial information. Rapid advances in technologies, especially those related to the Internet, have transformed the way in which business information is exchanged. Accounting information is increasingly being provided on the Internet, especially the World Wide Web (WWW or the Web), to enable the timely and efficient exchange of information between preparers and various stakeholders. However, despite the increased access to information that the Web offers, such information often cannot be easily incorporated into spreadsheets and other analysis software, requiring tedious, costly and error-prone cutting and pasting or transcription.

XBRL (Extensible Business Reporting Language) was developed to overcome this limitation by providing a standardized method to prepare, publish, and exchange financial information (Hoffman and Strand, 2001; Boritz and No, 2004). In XBRL, all financial statement data are placed between human and machine readable elements (or tags), so that information users can use a Web browser to visit companies’ Web sites, find the data with the elements, extract the data, and use it with a variety of applications.
 However, the financial information in XBRL can be easily created and manipulated without authorization. Furthermore, business and financial information in XBRL can be used without the organization’s consent or knowledge. Such abuses of XBRL documents could undermine its wide acceptance. We believe that to reach its potential, XBRL will require a mechanism for reducing uncertainties about information integrity so that users can place warranted reliance on the information provided in an XBRL document. Extensible Assurance Reporting Language (XARL) was designed to be such a mechanism. XARL was initially designed as an XML-based extension of XBRL by Boritz and No (2003) to enable assurance providers to report on the integrity of XBRL-tagged information distributed over the Internet.

However, the initial design of XARL was based on the comparatively primitive version of XBRL, omitted some key taxonomy elements and structures and was overly focused on XBRL documents as the sole type of information that was a candidate for assurance provision.  In this paper, we address some of the limitations of the version of XARL (hereafter, XARL v. 1.0) described by Boritz and No, (2003), propose a significantly revised conception of XARL and provide a new implementation of XARL (hereafter, XARL v. 2.0) for use by interested parties. While we illustrate XARL using an XBRL assurance scenario, we believe our approach could be applied to other Web-based information services involving sensitive information. 

The paper proceeds as follows. First, following this brief introduction, the paper provides a brief overview of XBRL. It explains the steps involved in creating an XBRL document, the importance of XBRL, and its limitations in connection with information integrity. Next, we introduce the updated version of XARL and describe how XARL addresses the issue of information integrity on the Internet and how it overcomes some limitations of the original XARL. In addition, the paper outlines some technical and implementation issues to be addressed in future research on XARL. Finally, the brief concluding remarks are discussed.
Extensible Business Reporting Language (XBRL) and Information Integrity
Extensible Business Reporting Language (XBRL) is an XML application developed by the XBRL consortium for the conveyance of business information.
  XBRL is the financial profession’s adaptation of XML for financial reporting. It is a freely-available, open specification that provides a method for preparing, extracting, analyzing, and exchanging financial information. However, the absence of standardized methods for describing financial data leads to time consuming, inefficient data analysis. That is, financial data obtained the Web must be reentered or cut and pasted by users seeking to analyze it. Furthermore, it is not only difficult to generate reporting formats tailored to different users’ needs and to exchange data among applications, but to transform the data into other formats such as databases and spreadsheets.

XBRL was developed to address these issues by creating a set of common, generally accepted elements and rules. In XBRL, all financial data are attached to elements that distinguish them as asset, liability, revenue, expense, and so forth.  Therefore, users can use a Web browser to go to companies’ websites, find the data with the elements (e.g. cash), extract the data, and analyze the data with analytical applications.  A more extensive discussion of XBRL can be found in Hoffman and Strand (2001) and Boritz and No (2004).

XBRL Workflow

Figure 1 summarizes the typical XBRL work flow. In the input stage, similar to a traditional accounting system, a company enters its financial data, and stores it in a database Through an XBRL document generation process an XBRL document is created by mapping company-specific financial information to XBRL elements. A number of new software packages can do this automatically, provided a mapping is made between the company’s account names and XBRL elements developed for that jurisdiction. The XBRL document is checked to ensure it is proper XBRL. Then, the verified XBRL document is placed on the company’s Web site or FTP server. 

Insert Figure 1 here

When users need the information contained in the XBRL document for their analysis, they obtain it on the Internet and use the XBRL document for their analysis. If they want to transform the document into HTML, a spreadsheet, or database, they can do so with appropriate style sheets developed by them or by outside software developers. Of course, an XBRL document would not normally be viewed by a person in its raw form. XML-enabled software could automatically parse and transform the content of the XBRL document and then transfer it to another system for further processing. Boritz and No (2004) provide detailed illustrations of these steps.
XBRL Instance Document and Taxonomy

An XBRL instance document is an XML document that includes one or more XBRL elements. An Instance document is created by mapping financial information to an XBRL taxonomy that describes financial “facts” and the relationships between them. All users of those documents will recognize the tagged financial data the same way. However, as previously pointed out, it is important to recognize that XBRL elements can be misapplied and misinterpreted and may not in fact contain the information that the elements appear to represent. 

A taxonomy is a dictionary linking agreed-upon financial terms used in preparing financial statements or other business reports and the corresponding XBRL elements. For example, consider the following XBRL element: ‘<CashCashEquivalents> 6000000 </CashCashEquivalents>.’ For companies that only have a ‘Cash’ account, the example indicates a cash balance of $6,000,000. On the other hand, for companies that use ‘Cash’ and ‘Cash equivalents’ accounts, this balance would include both cash and other items.
At present, several taxonomies have been developed or under development.
 For instance, the US GAAP CI Taxonomy provides XBRL US GAAP preparers with a mechanism to exchange financial statement information by bringing together the necessary taxonomy components. The US GAAP CI Taxonomy v2.0 is interconnected with several other taxonomies: International’s Global Common Document (INT-GCD), Accountants Report (INT-AR), Notes and Management Discussion and Analysis (USFR-NAMDA), General Concepts (USFR-GC), Primary Terms (USFR-PT), SEC Officers Certification (USFR-SEC-CERT) and Management Report (USFR-MR). 

Information Integrity Concerns with XBRL

XBRL promises to provide numerous benefits to preparers and users of financial information. However, the integrity of financial information contained in an XBRL document depends on the reliability of the processes used to create an XBRL document, the nature, extent and timing of assurance procedures performed on that information, and the security measures taken to protect the integrity of the information as it travels over the Web. Information on the Web, including XBRL documents, is vulnerable to interception and tampering. Therefore, users who depend on financial information for critical decisions should be concerned about its integrity and would be wise to obtain assurance about the integrity of the information before using it for important decisions. 

A potential problem is the misuse of XBRL elements representing taxonomy elements. One entity may apply the element for cash to its cash and cash equivalents, while another may apply the element for cash only to cash. An entity could apply the element for cash to a totally fictitious number. These types of inconsistencies and misstatements may lead to errors in the interpretation of various ratio calculations and other inter-company comparisons. Currently, XBRL does not restrict anyone from producing and disseminating financial information electronically, even if that information lacks integrity. Because information on the Internet, especially the Web, can be easily created and revised without proper authorization, the integrity and authenticity of information should be carefully considered by entities and individuals using XBRL to produce and consume information over the Internet.
The XBRL specification provides a method for the transmission of data and contextual information about financial data, but does not address assurance issues; that is, the recipient knows what the data purports to be, but not how much trust to put in it. These limitations can impede XBRL from reaching its full potential. Extensible Assurance Reporting Language (XARL), an XML-based extension of XBRL was proposed to enable assurance providers to report on the integrity of XBRL-tagged information distributed over the Internet and help users and companies place warranted reliance on such financial information (Boritz and No, 2003).

An Assurance Framework for XBRL: Extensible Assurance Reporting Language (XARL) 

As mentioned previously, XARL v1.0 is an XML-based specification which enables assurance providers to report on the integrity of XBRL-coded financial information. Although the Accountants Report (INT-AR) in the US GAAP CI Taxonomy includes some elements designed to code the information about the accountant’s report that was provided on the entity’s original financial statements, these elements do not constitute assurance about the transformed information in the XBRL document itself which is a derived document purportedly containing a tagged version of the original financial statements. As previously mentioned, such information can be easily created or modified erroneously or intentionally because XBRL does not provide a way of protecting the information. In addition, the XBRL elements in the accountant’s report section are designed for the entity’s financial statements; they have not been developed to provide assurance information about the XBRL document derived from the financial statements. Furthermore, they were not designed to convey information about the systems and controls underlying the financial statements or other matters relevant to assessing the integrity of the information provided through XBRL. In contrast, XARL is designed to provide evidence that the information in an XBRL document was audited or otherwise assured by a public accountant. Therefore, XARL can provide a method for preparing and providing assurance about the integrity of financial information contained in XBRL documents since it relies on accepted assurance processes and security techniques such as XML Encryption and XML Digital Signature.

XARL Taxonomy

Similar to an XBRL taxonomy, an XARL taxonomy is the template that defines the assurance elements and describes how assurance data are interrelated. The XARL taxonomy is designed not only to deliver a framework for consistent creation of XARL documents, but also to provide financial information users with a standardized method to ensure the integrity of the information provided in XBRL-coded documents.

Figure 2 provides an overview of the key assurance elements in XARL Version 2.0. Similar to XBRL, an XARL document includes elements that indicate assurance type, assurance date, auditor’s digital signature, system reliability, and so forth. For example, the following XARL element, 
‘<AssertionOrSubjectMatterOfAssertion> Balance sheet is in conformity with generally accepted accounting principles. </AssertionOrSubjectMatterOfAssertion>’, provides information about the assertion contained within the XBRL-coded financial information. Other elements provide information such as the type of assurance, the period of time covered by the assurance, and the information about the assurer.
 In addition to containing elements that provide assurance about the original financial information that was converted into XBRL, XARL contains elements that provide assurance about the XBRL-coded information itself. For instance, the following XARL element, <StandardsGoverningTaxonomyNameOfTaxonomy> US GAAP CI Taxonomy: us-gaap-ci-2003-07-07.xsd </StandardsGoverningTaxonomyNameOfTaxonomy>, asserts the name of the taxonomy used to generate the XBRL document. A fully-coded example is available from the authors. In this paper, we illustrate the application of XARL taxonomy to financial statement and financial statement items. However, the taxonomy is designed for various types of assurance so that it can be used for reporting on systems and controls, disclosures and other matters of interest by extending its elements.
Insert Figure 2 here

As we noted earlier, the US GAAP version of XBRL includes some elements designed to code the content of the accountant’s report on the financial statements. Tables 1 and 2 summarize the extensions that XARL makes to the assurance elements provided in XBRL.

Insert Tables 1 and 2 here

Figure 3 illustrates XARL assurance. XARL provides two levels of assurance, information level and document level, by using two types of elements, information assurance elements and document assurance elements. XARL information assurance elements not only integrate the Accountants Report (INT-AR) taxonomy that conveys the accountants’ report on the financial statements as a whole, but also includes additional assurance elements for individual financial statements or individual financial statement items. By applying information assurance elements to the financial information in XBRL-coded document, XARL delivers information level assurance.

Insert Figure 3 here

XARL document assurance elements are used to provide information users with assurance on the integrity of the XBRL document itself. The elements convey information about the integrity of the information provided through XBRL as well as information about the systems and controls underlying the financial statements. 

XARL as a Web Service

An important limitation of XBRL and XARL v1.0 is that neither addressed how they would operate with other financial services (e.g., stock price quoting services and stock investment services) or other XML-based specifications such as FpML
 and FIX
. That is, XBRL and XARL should be capable not only of standalone use, but also to engage other services in order to complete higher-order transactions. For example, the exchange of Forward Rate Agreements (FRAs) and financial statements using XARL and FpML between two business partners requires interoperability between these coding systems. However, the original version of XARL developed by Boritz and No (2003) did not take interoperability with other financial services or other XML-based specifications into consideration. To overcome this limitation, we link XARL with the Web Services Architecture proposed by the World Wide Web Consortium (W3C).

Web service is a new paradigm for e-business that is expected to change the way business applications are developed and interoperate. According to the W3C, Web services can be seen as a newly emerging distributed computing model for the Web (Booth, et al., 2004). The primary goal of Web services is to provide a mechanism for applications to communicate with each other from different systems across the Internet, based on emerging standards such as XML (Bray et al., 2004), SOAP (Gudgin et al., 2003), WSDL (Chinnici et al., 2003), and UDDI (Januszewski, 2001; Seely, 2001).
 

In essence, a Web service consists of four key components: a message that is exchanged, an application software that acts as a service requester or a service provider, shared transport mechanisms that enable the flow of the message, and a service description of these components such as a description of the service, a description of the messages that are exchanged by the service, and a description of the service’s interface. These descriptions may be machine accessible and processable for use in service discovery systems and in service management systems. Since the service is wrapped up in an interface with a service description, one service is independent of the interaction of other services. Figure 4 illustrates a set of Web services which include XBRL, a stock price quoting service, and XARL. First, XBRL and the stock price quoting service are wrapped up in an interface with their own service descriptions. Then, the XARL service is added. XARL is wrapped up in an interface with an XARL service description. In other words, three separate services are aggregated to provide meaningful information to users. 

Insert Figure 4 here

In this model, XARL is conceived as an Internet-based application service that accepts requests from different systems across the Internet through the application of Web technology. The primary role of the XARL service is to be a standardized mechanism to prepare, publish, and exchange reliable financial information over the Internet between different software applications running on a variety of platforms and frameworks. To this end, XARL is a self-describing, self-contained, modular application that is accessible over the Web and that communicates with other services using XML messages over standard Web protocols. Thus, XARL can interoperate with other XML-based specifications and other financial services such as a stock price quoting service or other service required to complete the assurance providing function. 

An XARL Web service consists of three primary components: Service Requester, Service Provider, and Discovery Service. A service requester (user) is an entity that requests a set of actions or functions to be satisfied from a service provider.  For the most part, the request is carried out by agents that look for and invoke or initiate an interaction with a service.
 A service provider is an entity that is capable of and empowered to provide the set of actions or functions requested by the service requester. The actions associated with the service are usually performed by agents. Finally, a discovery service is a service that performs the discovery of a certain service. It is used to publish service descriptions as well as to search for service descriptions to be used by agents. Figure 5 shows the basic XARL service architectural roles.

Insert Figure 5 here

An assurance provider (service provider) is an entity that provides an XARL service. In other words, it is the source of the XARL service functionality. Using an application (provider agent), the assurance provider publishes a service description to a discovery registry. (( and ( ()  Once the service description is published, it will be used by a service requester to access the XARL service. A service description defines the functionality of the service, the service semantics
 and the service interface (i.e., how to interact with the service).

When a user (service requester) wants to use the XARL service, he or she requests it by submitting the information to an application (requester agent). (( () The requester is a client to the service and communicates with the service discovery agent to discover what services are available. The discovery agent searches the service discovery registry for an appropriate XARL service. Once the XARL service is located, the discovery agent retrieves the service description and service semantics from the discovery registry and sends this information to the requester agent. Then, the requester agent uses this information to directly bind to the service and invoke it. (( () Finally, the assurance provider provides the user with the XARL service based on service semantics and service description. ((()

The Generalization of XARL Service

Another limitation of XARL v1.0 is that XARL is a mechanism that is designed to provide assurance information only for XBRL-coded documents.  However, conceptually XARL can also be used to provide assurance information for other financial services or XML-based specifications. For instance, XARL could be used by a stock price quoting service to provide assurance information for the service. An XARL document is created by mapping assurance information applicable to the stock price quoting service to a taxonomy that is developed for that service. Since the XARL document coded with XARL elements provides evidence not only about the reliability of the information obtained from the stock price quoting service but also that it has not been tampered with in transit, uncertainty about the integrity of the information can be significantly reduced. Thus, XARL can help users place warranted reliance on such information.

In summary, by linking XARL and W3C’s Web service architecture, XARL v2.0 can overcome the interoperability issue with other financial services and other XML-based specifications. Also, it can provide an assurance framework for XML-based Web services. Table 3 shows the comparison between XARL v1.0 and XARL v2.0.

Insert Table 3 here

XARL Workflow

Suppose a public company, Toronto Inc., wishes to provide financial statements to their stakeholders, and engages an assurance services company, Waterloo Assurance Co. (WAC) to provide assurance on that information. Also, Kitchener Service Co. (KSC) provides a Web service discovery service. Figure 6 illustrates detailed steps in XARL v2.0.

Insert Figure 6 here

An XBRL document is created by mapping the financial information in the accounting system to elements in an XBRL taxonomy and company-specific taxonomies. The XBRL taxonomy is obtained from XBRL organization over the Internet. ([image: image1.jpg]


) Verification software is used to check that the document is a valid XBRL document. ([image: image2.jpg]£ —



)

When Toronto Inc. wants to provide XARL service for their users, the requester agent in Toronto inc. communicates with the discovery agent at KSC. If the discovery agent at KSC accepts the request from the requester agent, it searches the service discovery registry for an appropriate XARL service. Once the XARL service (i.e., WAC) is found, the discovery agent retrieves the information and sends it to the requester agent at Toronto Inc. ([image: image3.jpg]


) Based on the information, the requester agent at Toronto Inc. communicates with the service provider agent at WAC. Once the service provider agent at WAC accepts the request, the request agent at Toronto Inc. sends the XBRL document to the service provider agent at WAC over the Internet with appropriate security. ([image: image4.jpg]O—



) Please note that we do not address security issues in this example since it is beyond the scope of the paper, instead we assume that both parties use an appropriate security mechanism.

WAC performs assurance procedures on the information such as confirming the reliability of the processes that produced it, performing analytic procedures on the data and obtaining other evidence to support the amounts and disclosures provided in the financial statements, and checking the validity of the XBRL elements. WAC then obtains the XARL taxonomy from the XARL organization over the Internet. ([image: image5.jpg](5 B 2



). Next, an XARL document is generated by mapping assurance information related to the business reporting elements in the XBRL document to agreed-upon XARL taxonomy elements. ([image: image6.jpg]O—



)

When a user, James, wishes to obtain the XBRL-coded financial information of Toronto Inc., he needs to contact KSC to find out the XBRL service provider. The requester agent at James communicates with the discovery agent at KSC. Once the discovery agent at KSC finds an appropriate XARL service (i.e., Toronto Inc.), it sends the information to the requester agent at James. ( [image: image7.jpg]


) Next, the agent at James uses the information to request the XBRL service. ([image: image8.jpg]


) The service provider agent at Toronto Inc. then sends the XBRL document to the requester agent at James. ([image: image9.jpg]


)

Although James can obtain XBRL documents from Toronto Inc., there is a question about the integrity of such XBRL documents, since, as we pointed out earlier, XBRL elements can be misapplied and unprotected XBRL information is vulnerable to being spoofed, intercepted, and altered. Therefore, to obtain reliable assured financial information, James should obtain XBRL and XARL documents that are digitally signed by WAC.

Again, if James wants to obtain the XARL document, he needs to find out an appropriate XARL service provider. He can do so by sending request through his requester agent to the discovery agent at KSC. ([image: image10.jpg]


) Once he obtains the information about the XARL service provider (i.e., WAC), he requests the XARL service through his service requester agent. ([image: image11.jpg]


) 

Upon receiving a request for information, WAC checks whether a user, James, is authorized to receive the information. The documents are digitally signed by WAC using its private key and encrypted with James’s public key. Then the encrypted XBRL and XARL documents are sent to James. ([image: image12.jpg]


)

Using his private key, and the WAC’s public key, James decrypts the XBRL and XARL documents and uses them for his purposes. Also, James can authenticate the XBRL and XBRL documents by verifying the digital signature of the WAC. Since the digital signature is an unforgeable data element, the digital signature authenticates the integrity of that document as well as the identity of the sender who attached his or her signature to the document. If James wants to transform the document into other formats such as HTML, a spreadsheet or database, he can do so with appropriate style sheets developed by him or by outside software developers. ([image: image13.jpg]


)

By obtaining XBRL documents coded with XARL elements, James can make sure not only that the information was audited by a public accountant, but also that it has not been tampered with. Therefore, uncertainty about the integrity of the financial information is significantly reduced. Furthermore, through the steps discussed earlier, James can simultaneously use other Web services such as a stock price quoting service. ([image: image14.jpg]


)

Example XARL Document

Figure 7 is an illustration of an XARL document.
 While the examples in this paper are similar in appearance to the examples in Boritz and Won (2003), the XML code underlying these examples is significantly different, as it is based on the new XBRL specification version 2.1.
 

XARL elements are added to an XBRL document to provide assurance information about the financial information such as assurance type, assurance period, accountant information, and so on. 

Insert Figure 7 here

The document in Figure 7 contains two examples of XARL adapted to a XBRL balance sheet document developed by using the taxonomy for Business Reporting of Commercial and Industrial Companies, US GAAP, dated 2003-07-07.
  XARL elements are embedded in this document to provide assurance information about the accountant, assurance type, assurance period, overall auditor’s opinion, and so on.
 
Displaying XARL Assurance Information

As Figure 7 illustrates, XBRL documents are not designed for direct viewing by people. In most instances, the documents would by processed by software for a variety of purposes, including conversion to HTML format to enable Web browsers to display them. Web browsers automatically handle HTML tags; however, this is not the case for XML, XBRL, and XARL elements. In order to display documents tagged with XBRL and XARL codes, it is necessary to use a style sheet, prepared with a style sheet language. 

Two of the most popular style-sheet languages are Cascading Style Sheets (CSS)
 and Extensible Stylesheet Language Transformations (XSLT).
 Figure 8 shows a XSLT document that is applied to the XARL example.

Insert Figure 8 here

After a XARL document and a XSLT style sheet for that document are prepared, the XARL document can be shown in the Web browser by including an instruction in the XML document specifying the style sheet to be used <?xml-stylesheet type="text/xsl" href="XARL_example.xslt"?>).
  Figure 9 shows the XARL example in Internet Explorer.

Insert Figure 9 here

In this illustrative example, by seeing the icon, “Audited Balance Sheet”, users know that the balance sheet was audited by a public accountant. In addition, they may obtain confidence about the overall integrity of the balance sheet information. This example also illustrates an example of XARL used to provide assurance about an individual financial item, a balance sheet item “Cash and Cash Equivalents.” Accordingly, the item, “Cash and Cash Equivalents,” can be used by users for their analysis with confidence in the integrity of that information since the icon, “Audited Cash & Cash Equivalents”, indicates that the item was audited.

When users need detailed assurance information such as accountant information and the auditor’s report, they can click on the icon and obtain them. Figures 10 shows an example of the assurance information on the overall balance sheet.

Insert Figure 10 here

Technical and Implementation Issues for Future Research

Combined with XBRL, XARL not only can provide a standardized method to prepare, publish, and exchange financial information, but also can ensure the integrity of information distributed over the Internet. However, XARL faces a number of technical and implemental challenges, particularly infrastructure requirements to enable it to operate as a service on the Internet.


The core process in implementing XARL after an XBRL document has been created is relatively straightforward. Together with XML tools such as an XML editor and parser, application software can make the entire process of creating an XBRL and XARL document simple. XBRL-enabled application software creates XBRL documents by mapping financial information to XBRL taxonomy elements. After that, XARL-enabled application software generates an XARL document by mapping assurance information related to the business reporting elements in the XBRL document to agreed-upon XARL taxonomy elements. These processes can be easily done in a small and simple environment.

Unfortunately, this operational simplicity does not extend to a large and complex environment that is typical of the setting in which XBRL and XARL are most needed. In such an environment, several issues need to be addressed: designing an implementation architecture, designing an end-to-end security approach, maintaining version control, ensuring external sources stability, key management and a number of implementation issues. 

Designing Implementation Architecture

There are several architectural approaches that can be taken to implement XARL. The architecture should address both the minimal characteristics that are common to XARL, and a number of characteristics that are needed by XARL to ensure interoperability between XARL service and other Web services. The most challenging concerns include who controls external sources such as taxonomies and style sheets, who will create XBRL documents, and who provides the authentication of XARL documents. 

In order for XARL to address these concerns, the characteristic of each factor should be carefully taken into account while implementing them. If the architecture fails to reflect strengths and weaknesses of these factors, it will lead to ad-hoc solutions that are potentially unreliable.

XARL and Security

XARL is an Internet-based application of XML that is designed to extend XBRL to help assure the integrity of financial information disseminated over the Internet. However, without a security infrastructure to support it, XARL is itself vulnerable to being intercepted, spoofed and altered. Several security issues must be considered to ensure reliable, trustworthy electronic transmission of XBRL and XARL documents. 

Some attempts are being made to integrate security within XBRL and XARL. The first approach is a connection-oriented security approach. It uses standard techniques for securing Web applications, and to provide security for data transmission over the Internet. The three most popular protocols are SSL/TLS, S-HTTP, and VPN.
 These three techniques have proven to be robust and effective. Therefore, if the appropriate infrastructure is in place, SSL/TLS, S-HTTP, and VPN can provide secure XBRL and XARL transmissions.

Another approach is the end-to-end security approach. In contrast with the connection-oriented approach that is tied to a single protocol, the end-to-end approach does not rely on a single protocol. This is important for XARL so that it can be used regardless of which system and platform users use. Several attempts are being made to ensure end-to-end security over the Internet. These approaches use one or more XML security standards such as XML Encryption, XML Signature, SAML, XKMS, and XACML.

In XARL v1.0, we proposed a point-to-point, transport-level security such as SSL and S-HTTP with XML-based security such as XML Encryption and XML Signature to resolve security issues. However, although the proposed security solution may be effective in a point-to-point service, it is unsatisfactory for a Web services environment in which XARL could be aggregated with other Web services. Thus, we propose an alternative end-to-end security approach based on a message level security solution, Web Services Security Architecture (WSSA). We argue that WSSA is a suitable mechanism to achieve security requirements for XARL. WSSA is a series of proposed standards from an industry group that includes IBM, Microsoft, and VeriSign to address security issues when data is exchanged as part of a Web service (MSDN, 2002). WSSA includes several specifications such as: WS-Security, WS-Policy, WS-Trust, WS-Privacy, WS-SecureConversation, WS-Federation, and WS-Authorization. WSSA enhances message exchange by providing confidentiality, integrity, authentication, and authorization.
 
Version Control, External Sources Stability, and Other Challenges in XARL
A typical XBRL or XARL document contains references to one or more XBRL taxonomies. It is likely that thousands of different taxonomies will be created by different industries, accounting jurisdictions, and organizations. Preparers of XBRL and XARL documents will create their own or extend existing taxonomies. Furthermore, the existing official XBRL and XARL taxonomies will need to be updated to comply with changes to standards such as GAAP and GAAS.  Thus, various versions of XBRL and XARL taxonomies will exist. Furthermore, at the time that a user uses an XBRL document, the external sources must be available, the network connection must work, and none of the source documents can be changed in any substantive way. Therefore, the XARL infrastructure must provide reliable, efficient version control and stable access to external documents. Furthermore, other issues that will need to be addressed include key management, international rollout and user education.
Concluding Remarks

Extensible Business Reporting Language (XBRL) is a standardized method to prepare, publish, and exchange financial information over the Internet. It offers technology independence, full interoperability, efficient preparation of financial statements, and efficient extraction of financial information for analysis purposes. These are important benefits; however, financial information in XBRL documents can be easily created and manipulated without authorization. Furthermore, the business and financial information in XBRL documents can be used and interpreted without the organization’s consent or knowledge. As a result, threats to the integrity and quality of information can undermine the success of XBRL.
This paper provides an overview of XARL, a mechanism for assuring the integrity of XML/XBRL-coded information distributed over the Internet so users can place warranted reliance on such information. XARL defines both XBRL-compliant sequences and supporting application components to be embedded in XBRL documents to enable them to carry evidence that the information is assured by a public accountant. As a result, the recipient can make an informed judgment about the degree of trust to place in the information received. 
This paper introduces a significantly revised conception of XARL and provides a new implementation of XARL for use by interested parties. The initial design of XARL was based on the comparatively primitive version of XBRL, omitted some key taxonomy elements and structures and was overly focused on XBRL documents as the sole type of information that was a candidate for assurance provision. By linking XARL and W3C’s Web service architecture, the paper proposes an XARL Web service to overcome the interoperability issue with other financial services and other XML-based specifications as well as an assurance framework for XML-based Web services.
Furthermore, the paper illustrates XARL using an XBRL assurance scenario. While our illustrative application in this paper is similar to our earlier implementation of XARL, the code that underlies this version of XARL is a significant revision of the earlier implementation, is compatible with the latest version of XBRL, and moves XARL into the Web services arena. Therefore, the paper suggests an assurance framework could be applied to not only financial information, but also other Web-based information services involving sensitive information, to help users reduce their uncertainties about perceived authenticity and integrity risks and to provide users with trustworthy information.

However, before XARL can be implemented, several important issues need to be addressed: creating an implementation architecture and working model of an XARL service, including a comprehensive end-to-end security wrapper for the information being exchanged, defining an effective method of maintaining version control and addressing the proliferation of customized taxonomies, defining a method for dealing with the potential instability of linked external sources and practical implementation issues. In future research we plan to address these issues.
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Figure 1   XBRL Workflow
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Figure 2   Overview of XARL Taxonomy

* Adapted from Boritz and No (2003)
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Figure 3   XARL Assurance
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Figure 4   A Set of Web Services
[image: image19.png]‘Sorvico Roquester

® Request Service
(Entr Samantcs 3na
‘Servca Descrpion)

Provide Service
(Ener Somanicsand
‘Sendoa Desctition)

‘
|

I

I

I

I

|

I

I

I

I

|

I

ol I
I

I

Requester Agert Provder Agent
Copicatng) Q?P sl
L (comseton Samanes

and Senica Descripion)

‘
i
|
I
I
|
I
|
I
I
|
I
|
I
I
|
I
|
L

Discover Senvice
Description

Publish Service
Descrption

Discovery Registry




Figure 5   XARL Service Architectural Roles
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Figure 6   XARL Workflow
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Figure 7   An XARL Example (XARL_example.xml)
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Figure 8   An XSL Example (XARL_example.xslt)
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Figure 9   An XARL Example (XARL_example.xml) in Internet Explorer
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Figure 10   Decrypted Assurance Information on the Overall Balance Sheet
Table 1
XARL Extensions to XBRL 
	Extension
	XBRL
	XARL

	Assurance Elements
	· Accountant’s Report (INT-AR) taxonomy
· Stand-alone but part of XBRL taxonomy
	· Stand-alone taxonomy

	Information
	· Only provides information about accountant’s report
	· Includes information about accountant’s report
· Also provides comprehensive information about assurance

· Can be extended by including assurance attributes such as Trust Services criteria.

	Assurance Range
	· Assurance for whole financial statements
	· Assurance on XBRL document including;

· tagged financial statements,
· original financial statements,
· individual financial statements,
· individual financial items,
· systems and controls, where standards permit.

	Separation
	· Assurance information is included as a part of XBRL documents
	· Assurance information can be provided to users as a separate document or along with XBRL documents

	Elements
	· See Table 2 left column
	· See Table 2 right column




Table 2
Comparison of assurance elements between XBRL and XARL
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Table 3
Comparison between XARL v1.0 and XARL v2.0

	
	XARL v1.0
	XARL v2.0

	Framework
	· An XML-based specification
	· A Web Service

	Scope of Assurance
	· Only provides assurance information for XBRL
	· Can provide assurance information for other Web services such as financial services and XML-based specifications

	Taxonomy
	· Extension of XBRL Accountants Report (INT-AR) taxonomy
	· XARL taxonomy for XBRL is a specific taxonomy for XBRL service.

· Can generate taxonomies for individual financial services and XML-based specifications

	Security
	· Point-to-point, transport-level security such as SSL and S-HTTP and XML-based security such as XML Encryption and XML Signature 
	· Message level security protocols such as WS-Security.
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� XML uses the terminology of ‘element’ and ‘attribute’ instead of ’‘tag’, so do XBRL and XARL. An XML element is defined using XML Schema, and attribute is a characteristic of the element.


� XBRL is defined, in the overview on the XBRL.ORG site, as “XBRL (Extensible Business Reporting Language) is a royalty-free, open specification for software that uses XML data tags to describe financial information for public and private companies and other organizations.”


�  For further information, visit the taxonomy section in XBRL.ORG (http://www.xbrl.org/FRTaxonomies/).


� Current auditing and review standards already contemplate the possibility that the auditor might provide assurance about financial information and non-financial information. For example, refer to AICPA Professional Standards section 623.


� The Table is adapted from Boritz and No (2004) and updated.


� Financial Products Markup Language (FpML) is an XML-based industry-standard protocol for financial products such as swaps and derivatives.  Further information may be found at the FpML Web site (http://www.fpml.org).


� Financial Information Exchange (FIX) is an XML-based protocol for real-time electronic exchange of securities transactions between two parties. Further information may be found at the FIX Web site (http://www.fixprotocol.org).


�  For further information, visit Web Services homepage in W3C (http://www.w3.org/2002/ws/).


� An agent is a piece of software that sends and receives messages through the shared transportation layer.


� The diagram is adapted from W3C Web Service Architecture - W3C Working Group Note 11 February 2004.


� Service semantic is the contract between the service provider and the service requester that expresses the requirements pertaining to the use of a service, and its effects. (i.e., what the service does and how to access it.).


� This and other examples of the XBRL and XARL documents used as illustrations in this paper can be accessed at ‘http://uwcisa.uwaterloo.ca/XARL/.’


� For further information about XBRL specification, visit the XBRL specification section in XBRL.ORG (http://www.xbrl.org/Specifications/)


� Please note that all XBRL examples used in this article are based on the public working draft version of XBRL (US GAAP - Commercial and Industrial, July 7 2003).


� In the example, assurance information is embedded in the XBRL document by using XARL elements. However, assurance information can be provided as a separate document.


� For further information, visit CSS homepage in W3C (http://www.w3c.org/Style/CSS/).


� For further information, visit XSLT homepage in W3C (http://www.w3c.org/Style/XSL/)


� The stylesheet is embedded into the XARL document to make the example simple. Like XBRL and XML, a XARL document with stylesheets can be transformed into other formats such as HTML, text, spreadsheet, and database.


� Please note that the icons are used for an illustrative purpose. In practice, both icons would not appear.


� For further information, visit SSL and TLS website (http://developer.netscape.com/tech/security/ssl/protocol.html and http://www.ietf.org/rfc/rfc2246.txt), IETF’s RFC 2660 Internet draft describes S-HTTP (http://www.ietf.org/rfc/rfc2660.txt), and Virtual Private Network Consortium website (http://www.vpnc.org/).


� For further information, visit the XML Encryption website (http://www.w3.org/TR/xmlenc-core/), the XML Signature website (http://www.w3.org/TR/xmldsig-core/), the SAML and XACML websites in OASIS website (http://www.oasis-open.org), and the XKMS website (http://www.w3c.org/2001/XKMS/).


� For further information, visit IBM developerWorks website (http://www-106.ibm.com/developerworks/security/) or Microsoft WS-Security website (� HYPERLINK "http://msdn.microsoft.com/ws-security/" �http://msdn.microsoft.com/ws-security/�).
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