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Abstract

Accounting was developed in response to the demands of business and other organizations and users for relevant and reliable financial information for decision-making. Currently, many companies are providing users with financial information via the Internet on the World Wide Web (WWW or the web). However, often such information must be re-entered by users seeking to analyze it because as yet there are no common, generally accepted formats for exchanging business information on the web. XBRL (Extensible Business Reporting Language) is currently being developed to overcome this limitation and provide financial information users with a standardized method to prepare, publish, and exchange financial information 
Although there are several benefits of using XBRL to create documents, one limitation is that it does not take into account the quality of the information; particularly, whether XBRL-coded information is reliable. The reliability of financial information depends on the reliability of the processes used to create an XBRL document, the nature, extent and timing of assurance procedures performed on that information, and the security measures taken to protect the integrity of the information as it travels over the web. Information on the web, including XBRL documents, can be created and revised easily and is vulnerable to interception and tampering. Therefore, users who depend on financial information for critical decisions should be concerned about its reliability and would be wise to obtain assurance about the reliability and authenticity of the information before using it for important decisions. 

This paper describes XARL (Extensible Assurance Reporting Language), a XML-based extension of XBRL designed to enable assurance providers to report on the reliability of information distributed over the Internet. (A related paper (Boritz et al., 2002) addresses the infrastructure requirements to enable XARL to be implemented.) First, this paper briefly traces the development of XBRL, from its origins in SGML to its refinement through XML, and summarizes the benefits of XBRL. Next, it describes XARL, a means by which assurance providers can add credibility to XBRL documents. XARL, when supported by an effective infrastructure, can help users and companies place warranted reliance on financial information on the Internet.

Introduction
Since Pacioli defined the double-entry bookkeeping system in his 1494 book, Summa de Arithmetica, Geometria, Proportioni et Proportionalita, there have been many new developments in accounting and these continue, contributing to economic prosperity. Today, accounting information is being provided on the Internet, especially the World Wide Web (WWW or the web), to enable the timely and efficient exchange of information between preparers and various stakeholders. However, despite the increased access to information that the web offers, such information often cannot be easily incorporated into spreadsheets and other analysis software, requiring tedious, costly and error-prone cutting and pasting or transcription. Also, there is little to assure users that the accounting information being provided on the Internet is reliable and authentic.

Some attempts are being made to overcome these limitations. One such initiative is XBRL (Extensible Business Reporting Language). XBRL is a freely available open specification based on XML that provides a method by which financial professionals can prepare, extract, exchange and analyze financial statements and the information they contain, simplifying some of the previously-tortuous phases of financial statement analysis. In this paper, we briefly trace the development of XBRL, from its conceptual origins in SGML and XML. Second, we will explain the importance of XBRL and its limitations in connection with information reliability. A more extensive discussion of XBRL can be found in Boritz and No (2002) or Hoffman and Strand (2001). Then we address the main topic of this paper, a set of proposed extensions to XBRL that we have termed Extensible Assurance Reporting Language (XARL) designed to address the issue of information reliability on the Internet. We discuss the infrastructure requirements to facilitate the implementation and effective use of XARL in a separate paper (please refer to Boritz et al., 2002).

From SGML to HTML, and to XML: A new paradigm for Internet documents

The astonishing growth of the web has been fueled by the ability that it gives information providers to easily and cheaply distribute electronic documents to audiences on the Internet. The tremendous popularity of the Internet in large measure is due to the web and HyperText Markup Language (HTML). Most documents on the web are stored and transmitted in HTML, a simple language that was developed to provide hypertext and multimedia functions for the Internet. HTML is based on Standard Generalized Markup Language (SGML), a standard for defining and formatting documents. 
SGML was established as an international standard by the International Organization for Standardization (ISO) in 1986 for defining and using document structure and content.
 SGML was intended to be a language that would account for every possible data format and presentation. Thus, it enables users to create tags, to define document formats, and to exchange data among various applications. Since SGML is system and platform independent and can save a document’s structure, it can be used in various ways, such as for searching and exchanging data. However, SGML is very complex and contains many optional features that are not needed by many Internet applications. Furthermore, it is costly to develop software that supports SGML. As a result, there are few SGML applications for the Internet. 
The complexity of SGML led to the development of HTML (HyperText Markup Language). HTML, the basic language for creating a web page, is easy to learn and use. Most of the language consists of codes or tags inserted into a document to specify how information should be displayed in a browser window; for example, <p> to start a paragraph of text and </p> to end a paragraph. The simplicity and convenience of HTML have aided the explosion of interest in the Internet. Nevertheless, HTML has some fundamental limitations. It merely facilitates presentation of text and multimedia. It does not allow intelligent search, data exchange, and non-HTML forms such as database and spreadsheet forms. As e-commerce grows, it becomes increasingly important to exchange data, use more meaningful search, manipulate data, and generate multiple views of data. As a result, HTML’s limitations are becoming increasingly noticeable.
XML was established by the W3C (World Wide Web Consortium) in 1996 to overcome those limitations.
 XML stands for Extensible Markup Language. It is extensible because the language can be extended by anyone who wants to create additional tags for new and unforeseen purposes. It is a markup language because XML is a method of presenting information that has accepted rules and formats to give definition to text and symbols. XML was created by adapting the key functions of SGML while excluding the less essential ones. Whereas HTML tags generally indicate only how the content should appear in a browser window, XML tags indicate what the content is. Whereas HTML was designed to display data and to focus on how data looks, XML was designed to describe data and to focus on what the data represents. Content therefore becomes more readily accessible through XML.
XBRL: A new way to prepare, publish, and exchange financial information 
XML is a general-purpose language, offering many possibilities. However, a generic web browser cannot understand XML tags unless those tags are defined for it, as will be illustrated later. XML is particularly valuable when the tags are agreed to by a community of users who can then exchange tagged information easily. XBRL(Extensible Business Reporting Language), formerly code-named XFRML (Extensible Financial Reporting Markup Language) is the financial profession’s adaptation of XML for financial reporting. A joint industry and government consortium established in the fall of 1999, including the American Institute of Certified Public Accountants (AICPA), six information technology companies, and the five largest accounting and professional services firms, developed this XML-based specification for the preparation and exchange of financial reports and data. XBRL does not establish new accounting standards but is intended to enhance the value or usability of existing standards. Also, it does not require providing additional financial information to outside users. XBRL.org does, however, have a process for approving taxonomies (dictionaries of defined tags) to be used with XBRL.

XBRL provides several benefits to financial professionals and the business community. First, data in XBRL is coded with tags that describe content and structure. Therefore, XBRL provides more efficient, accurate and relevant search mechanisms for users of financial information.  Second, since XBRL documents are prepared by using an agreed-upon taxonomy,
 data can be exchanged and processed without modification. Third, XBRL is technology platform-independent. This further enhances the interchangeability of data. Fourth, XBRL information is coded once and is ready for extraction electronically into a variety of reports for a variety of information users. This facilitates paperless financial reporting and cuts down on data manipulation. As a result, the cost of producing financial and regulatory information can be substantially reduced. Fifth, XBRL files can be parsed, edited and manipulated. Thus, XBRL documents can be transformed to a variety of formats such as a web page and a data file for spreadsheet and database software. Consequently, data in XBRL may be displayed in a web browser, sent to a database, sent to printer, and used to create other XBRL documents. In addition, the same document can be used by many different applications. Sixth, XBRL improves the analysis of multiple company financial information; users can obtain and analyze several companies’ financial data simultaneously. Although XBRL does not by itself guarantee that more companies’ data will be released to the public electronically over the Internet, it does offer the ability for interested parties to easily access the data that exist. Finally, as mentioned previously, XBRL is an open specification developed by XBRL.org, a not-for-profit consortium.

XARL (Extensible Audit Report Language): A challenge for the audit profession

Although XBRL offers several key benefits it is important to note that XBRL does not address the reliability of the information it is used to describe. For example, an incorrect or unauthorized taxonomy may be used. Consider the following scenario.  In 2001, XBRL.org announces an official taxonomy, called CI_V1. Assume that several companies create XBRL documents based on the CI_V1 taxonomy. In 2002, in response to changes in accounting principles XBRL.org creates a CI_V2 taxonomy to incorporate the accounting principle changes. In this situation, the old CI_V1 taxonomy may still be appropriate to create the XBRL document for the pre-2002 financial statements. However, it could be misapplied to post 2001 documents. 

Misapplication of XBRL tags representing taxonomy elements is another potential problem. One entity may apply the tag for cash to its cash and cash equivalents, while another may apply the tag for cash only to cash. These types of inconsistencies may lead to errors in the interpretation of various ratio calculations and other inter-company comparisons.

Also, XBRL does not restrict anyone from producing and disseminating financial information electronically, even if that information lacks integrity. Because information on the Internet, especially the web, can be easily created and revised without proper authorization, the reliability and authenticity of information should be carefully considered by entities and individuals using XBRL to produce and consume information over the Internet. 
XARL (Extensible Assurance Reporting Language) is an application of XML that is designed to extend XBRL to contribute to the reliability of the information provided by using XBRL. XARL is a XML-based specification that relies on accepted assurance processes and security techniques such as the Public Key Infrastructure (PKI), as well as XML security features still being developed, to enhance the reliability of information disseminated over the Internet. When combined with XBRL and an information integrity infrastructure, XARL provides a method for preparing and providing assurance about the reliability of financial information transmitted over the Internet. A XARL-based document includes specific tags that explain assurance type, assurance date, auditor’s digital signature, system reliability, and so forth. Therefore, users can easily identify the type of assurance, the period of time covered by the assurance, the assurer’s name, and the source of the assurance standards applied (e.g., US GAAS). 
This paper describes XARL. However, the infrastructure required for the effective implementation of XARL is described in a separate paper by Boritz et al. (2002). As described here, XARL does not attempt to establish new assurance standards, but rather, to enhance the value of XBRL by defining a digital language to provide and communicate assurance based on existing standards.
 
It is noteworthy that the US GAAP version of XBRL includes some tags designed to code the content of the accountant’s report on the financial statements; however, these tags are not protected in any way. Thus, anyone could add or modify (erroneously or intentionally) the tags conveying assurance, even if no independent verification was performed. Also, the tags that are provided are designed to address the financial statements as a whole and are not developed to communicate assurance about individual financial statements or individual financial statement items. Also, there are no tags to communicate assurance about the systems and controls underlying the financial statements or other matters relevant to assessing the reliability of the information provided through XBRL. In contrast, documents coded with XARL would provide authentic evidence that the information in XBRL documents was audited or otherwise assured by a public accountant. This would reduce uncertainty about possible risks and provide users with credible information. Table 1, shown in the XARL taxonomy section, summarizes the extensions that XARL makes to XBRL.

How XARL Works

Suppose a public company, Toronto Inc., wishes to provide financial statements to creditors, investors, and analysts, and engages an assurance services company, Waterloo Assurance Co. to provide assurance on that information. (Please refer to Figure 1).


[image: image1]

1. A XBRL document is created by mapping the financial information in the accounting system to elements in a XBRL taxonomy. (Although XBRL documents can be created manually by keying tagged data into a text file, typically such documents would be created by financial accounting software based on a mapping of an entity’s chart of accounts to a XBRL taxonomy.) Verification software may be used to check that the document is a valid XBRL document.
 Then the document is sent to the assurance provider, Waterloo Assurance Co., over the Internet with appropriate security. ((() Note that traditional concerns about information integrity – completeness, accuracy, currency/timeliness and authorization still apply. Additional concerns relate to the use of a correct and current taxonomy, consistent and correct mapping of taxonomy elements to the entity’s financial data, and the correct coding of the XBRL document. These concerns require the application of assurance procedures to establish that the process of creating the XBRL document was reliable and that the document is complete, accurate, current/timely and authorized. 

2. Waterloo Assurance Co. (WAC) performs assurance procedures on the information such as confirming the reliability of the processes that produced it, performing analytic procedures on the data and obtaining other evidence to support the amounts and disclosures provided in the financial statements, and checking the validity of the XBRL codes. WAC then creates a XARL document by mapping assurance information related to the business reporting elements in the XBRL document to agreed-upon XARL taxonomy elements. The assurance information that can be included in a XARL document can relate to the financial statements as a whole, to individual financial statements, or individual items in the financial statements. Assurance can also be provided about the company’s information systems and controls underlying the financial information.
  
3. Users who need the financial information of Toronto Inc. may wish to obtain it on the Internet. (( and (()  However, unprotected XBRL information is vulnerable to being spoofed, intercepted and altered. Therefore, to obtain reliable assured financial information, they must obtain a XARL document directly from Waterloo Assurance Co. This can be done through an on-line or off-line process. Anyone wanting assurance could be asked to provide a public key.
 ((()

4. Upon receiving a request for information, the XARL Authentication System at Waterloo Assurance Co. sends the XARL document to the user, if the user is authorized to receive the information. The XARL document is digitally signed by Waterloo Assurance Co. and encrypted with the user’s public key.
 This process authenticates the assurance being communicated in the XARL document and has the additional benefit of creating a record of all recipients of the information, should that information ever be required. Then, the encrypted XARL document is sent to users. ((()
5. Using their private key, and the assurer’s public key, users decrypt the XARL document and use it for their purposes. If users want to translate the document into HTML, a spreadsheet or database, they can do so with appropriate style sheets developed by them or by outside software developers. Since XBRL documents coded with XARL provide evidence that the information was audited by a public accountant and that it has not been tampered with, uncertainty about the reliability of the financial information is significantly reduced.
 

XARL Taxonomy

As mentioned previously, XARL is an extension of XBRL, and like it is based on XML. The XARL taxonomy is the template that defines the assurance tags and describes how assurance data are interrelated. Therefore, the taxonomy provides a framework for consistent creation of XARL documents and provides financial information users with a standardized method to ensure the reliability of the information provided in XBRL-coded documents. Figure 2 provides an overview of the key assurance elements in XARL Version 1.0. Appendix 1 contains an expanded version of Figure 2. In this paper, the illustrations of the application of the XARL taxonomy pertain to financial statements and financial statement items; however, the taxonomy itself is designed to accommodate a broad range of elements, including financial reporting systems and controls and other systems (e.g., an entity’s e-commerce system). These elements can be extended as professional standards expand to define relevant assurance attributes to be translated into XARL tags; for example, the Trust Services criteria underlying a SysTrust or WebTrust seal.
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Figure 2   Overview of XARL Taxonomy
Tables 1 and 2 summarize the extensions that XARL makes to the assurance tags provided in XBRL.

Table 1   XARL Extensions to XBRL 

	Extension
	XBRL
	XARL

	Assurance Elements
	Part of XBRL taxonomy
	Stand-alone taxonomy

	Information
	Only provides information about accountant’s report
	Provides comprehensive information about assurance

	Assurance Range
	Assurance for whole financial statements
	Not only assurance for whole financial statements but also individual financial statement, individual financial items, system and controls, where standards permit.

	Separation
	Assurance information is included as a part of XBRL documents
	Assurance information can be provided to users as a separate document or along with XBRL documents

	Elements
	See Table 2 left column
	See Table 2 right column


Table 2   Comparison of assurance elements between XBRL and XARL
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Figure 3 illustrates the XML-coded XARL taxonomy previously presented in Figure 2. 
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Figure 3   Example of a XARL taxonomy
Since XARL taxonomy files are XML files, they can be viewed using a text editor as shown in Figure 3. It is also possible for users to view taxonomy information with a taxonomy viewer application, to obtain a better and faster understanding of the structure of this information. 
 
The XARL taxonomy is extensible. Therefore, if the XARL taxonomy described in this paper does not contain tags that meet users’ needs, then users can create their own tags. For example, Elliott (2002) suggests a variety of future assurance tags such as: “product of an information system with SysTrust assurance,” “product of an information system under statistical quality control with parameters…,” “reliable subject to…,” “reliable to within + or – percent at nn confidence,” “unassured,” “not reliable,” etc. 

Example XARL Document
Figure 4 is an illustration of a XARL document.
 XARL tags are added to the XBRL document to provide assurance information about the financial information such as assurance type, assurance period, accountant information, and so on. 
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Figure 4   XARL example (XARL-example.xml)
The document in Figure 4 contains two examples of XARL adapted to a XBRL balance sheet document developed by using the taxonomy for Business Reporting of Commercial and Industrial Companies, US GAAP, dated 2000-07-31.
  XARL tags are embedded in this document to provide assurance information about the accountant, assurance type, assurance period, overall auditor’s opinion, and so on.
 Figure 5 shows the use of XARL tags for the overall balance sheet. 
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Figure 5   XARL tag example 1: balance sheet

Figure 6 illustrates the use of XARL tags for a single balance sheet item, “Cash and cash equivalents.” 
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Figure 6   XARL tag example 2: single balance sheet item

Displaying XARL Assurance Information

XBRL documents are not designed for direct viewing by people. In many instances, the documents would by processed by software for a variety of purposes, including conversion to HTML format to enable web browsers to display them. While HTML uses predefined tags, whose meaning is well understood; for example, <p> means a paragraph and <table> means a table, and a browser knows how to display them, this is not the case with XML documents such as XBRL and XARL.  In order to display documents tagged with XBRL and XARL codes it is necessary to have a mechanism for this purpose. This is done by means of a style sheet, prepared with a style sheet language. 

Two of the most popular style-sheet languages are Cascading Style Sheets (CSS)
 and Extensible Stylesheet Language Transformations (XSLT).
 CSS and XSLT overlap to some extent. XSLT is more complicated, and harder to learn and use than CSS. CSS is more broadly supported than XSLT. Thus, most web browsers support CSS, but only a few accept XSLT. However, XSLT is more powerful than CSS. CSS only provides for formatting of contents. It does not allow users to change or reorder contents. In contrast, XSLT enables formatting XML documents and transforming XML documents into other documents such as HTML, database, and spreadsheets, and filtering and sorting XML data. XSLT can be used to define how a XML document should be displayed by transforming the XML document into HTML. XSLT performs this by transforming each XML element into a HTML element. In addition, XSLT can add new elements into the output file, or remove elements. It can also rearrange and sort the elements. Figure 7 shows a XSLT document that is applied to the XARL example.
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Figure 7   XSL example (XARL-example.xsl)
After a XARL document and a XSLT style sheet for that document are prepared, the XARL document can be shown in the web browser window by including an instruction in the XML document specifying the style sheet to be used (<?xml-stylesheet type="text/xsl" href="XARL-example.xsl"?>).
  Figure 8 shows the XARL example in Internet Explorer.
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Figure 8   XARL-example.xml in Internet Explorer
In this illustrative example, the icon, “Audited”, indicates that the balance sheet was audited by a public accountant. Therefore, users may obtain confidence about the overall reliability of the balance sheet information. This example also illustrates the possibility of providing assurance for a single balance sheet item, “Cash and cash equivalents.” Accordingly, the item, “Cash and cash equivalents,” can be used by users for their analysis with confidence in the reliability of that information since the icon, “Audited”, indicates that the item was audited. (In practice, both icons would not appear.)
When users need assurance information details such as accountant information and the auditor’s report, they can click on the icon and obtain them by applying their private key to decrypt the assurance information provided. Figures 9 and 10 show an example of the decrypted assurance information on the overall balance sheet provided by the assurer using XARL.
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Figure 9   Decrypted Assurance Information on the Overall Balance Sheet
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Figure 10   Decrypted Assurance Information on the Overall Balance Sheet
Security issues in XARL
XARL is an application of XML that is designed to extend XBRL to help assure the reliability of financial information disseminated over the Internet. However, there are critical security issues related to XARL. Like XBRL, XARL is primarily an Internet-based communication method. The Internet is insecure. Without a security infrastructure to support it, XARL is vulnerable to being intercepted, spoofed and altered. Traditional access control techniques such as passwords are not sufficient to authenticate information on the Internet. They can protect files or data from unauthorized access but cannot guarantee the integrity and authenticity of the information. Some attempts are being made to overcome such security issues. In this paper, we only discuss the encryption of all or part of a XML document (XML Encryption) and the use of digital signatures applied to XML (XML Signature) because they form the minimum requirements for controlling the security of XBRL/XARL-coded documents. A related paper by Boritz et al. (2002) discusses the infrastructure requirements to enable the dissemination of reliable financial information over the Internet using XBRL and XARL. 

XML Encryption 

Encryption is the transformation of data into a form only readable by someone with a decryption key. The goal of encryption is to ensure confidentiality by keeping the information hidden from anyone for whom it is not intended. Proper encryption is crucial for XML data security, particularly for sensitive data that is passed across unprotected networks such as the Internet.

Private key encryption (also termed symmetrical or secret key encryption) is based on the sender and the receiver of a message knowing and using the same secret key (e.g., a password). In other words, the sender uses the secret key to encrypt the message or data, and then the receiver uses the same secret key to decrypt the message or data. However, the problem with this secret key cryptography is that the sender and receiver must share a secret key without anyone else finding out. If they are located in different places, they have to trust a communication channel such as the postal system, the telephone system or the Internet when communicating the secret key.

Public key cryptography was developed to overcome the limitations of secret key cryptography. Under public key cryptography, each person has a mathematically-generated pair of keys, called the public key and the private key. The public key of each person is published while the private key is kept secret. No other key can decipher a message encrypted by one of these keys except the other key in the pair. A message sender encrypts the message or data by using his or her private key and the intended receiver’s public key, while the receiver decrypts the message or data by using his or her private key and the sender’s public key. The sender and receiver do not have to share or transmit any secret key information. It is not necessary to trust a communication channel to be secure. 

XML Encryption
 uses both asymmetric and symmetric encryption. First, a public key generated by some algorithm is sent to a potential information recipient who wants to send a secret key to the potential information sender. With the sender’s public key, the receiver encrypts his or her private key (this could be randomly generated for one-time use) and sends the encrypted key to the sender. The sender then decrypts the key with his or her private key. Once the sender has obtained a secret key from the recipient through asymmetric encryption, the secret key is used for encrypting or decrypting data at both ends. This process can speed up the creation and exchange of encrypted information and can simplify key administration.

Figure 11 illustrates the use of XML Encryption tags for a XARL document.
 XML Encryption could be used to encrypt the entire XML document, one element, element content, attribute, or attribute value. In the example, XML encryption tags are used to encrypt XARL assurance tags for the entire set of assurance information related to one financial statement. The “EncryptedData” element contains the XML namespace used for encryption. The complete “CipherData” element appears within an “EncryptedData” element. The actual encrypted data appears as contents of the “CipherValue” tag. Please note that this example is a mock-up only. These features have not yet been fully developed by W3C.

It is important to note that this method by itself will not guarantee the authenticity of the message, since it provides no control over the identity of the key pair generator. To authenticate the sender and receiver, it is necessary to use the Public Key Infrastructure (PKI) whereby a Certificate Authority (CA) authenticates their identity and controls the creation of private/public key pairs. For example, the certificate authority may issue the public key and the software that generates the private key to an individual or an entity whose identity has been authenticated. The authenticity of the individual depends on the sufficiency of the authentication procedures applied by the CA and the CA’s key management security and general trustworthiness.
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Figure 11   XML Encryption example

XML Signature 

Authentication is a process by which the receiver of digital information can be confident of the identity of the sender. However, it is also necessary to establish the integrity of the information being sent. This involves the use of digital signatures. Digital signatures play a role for digital documents similar to that played by handwritten signatures for paper documents, although digital signatures can be more powerful than handwritten signatures. Since the digital signature is an unforgeable data element, the digital signature authenticates the integrity of that document as well as the identity of the sender who attached his or her signature to the document.

A digital signature works as follows. An algorithm is used to calculate a message digest
 value, which is a unique number that can only be calculated from the contents of the message. The digest value is analogous to the “fingerprint” of the data contents being sent, a means to assure the integrity of the contents. The digest value is then encrypted with the sender’s private key and sent with the message so that the recipient can decrypt it using the sender’s public key, recalculate the message digest, and compare it with the message digest received with the message, to establish the integrity of the message. A change in even a single character in the message will alter the message digest, alerting the recipient that the message has been tampered with. The message itself need not be encrypted, unless there is a need for confidentiality.

As discussed in the previous section, the digital signature by itself does not guarantee the authenticity of the sender, since a fraudster could intercept the original message, pose as the sender, and replace the original message with another digitally signed message. To counter this possibility, the authenticity of the sender must be guaranteed through the use of the Public Key Infrastructure (PKI) whereby a CA authenticates the identity of the sender and controls the creation of private/public key pairs.

XML Signature
 defines the syntax required to sign all or part of a XML instance, including specific elements in a document, to add more than one signature to a single document and to deal with the transformation of signed data. XML signatures consist of two parts. One part is a method of signing a document such that the signatures are verified, which provides sufficient integrity, authentication, and non-repudiation
. The other part is a method of verifying that a signature was actually generated by whomever it represents. 

Although XML has extensive capabilities and extreme flexibility, it does not satisfy the needs of digital signatures. For example, digital signatures misplaced in XML documents can be interpreted in completely different ways. To address these issues, W3C introduced Canonical XML (XML-C14N). Canonical XML is a form of XML document that accounts for permissible changes, and refers to a XML document that is in canonical form. Therefore, if two documents have the same canonical form, the two documents are logically equivalent within the given application context. 
The information in a signed XML instance contains the following elements: canonicalization method, signature method, digest method, reference information, optional signature properties, and optional manifest. 

· The canonicalization method (Canonical XML) simplifies and structures a XML document prior to signature. This method provides a means to ensure that the proper form of the data content is signed. Therefore, the recalculation of the message digest can be expected to verify whether the data contents have been modified. 

· The signature method identifies the algorithm used to sign the message digest. This method validates the person or process that signs the data contents, thus ensuring authentication and non-repudiation. 

· The digest method identifies the algorithm used to create the message digest signed by the signature method. This method ensures that data contents can be reprocessed with the same algorithm to enable the comparison with the message digest value received with the message. 

· The reference information provides information about the data contents that were signed. 

· The optional signature properties are the context added to a signature such as a timestamp or serial number. 

· Finally, the optional manifest is a way of grouping multiple references and creating a single digest value for signatures by one or more users. Thus, it will provide a mechanism to allow a signer to approve a number of individually signed transactions in one group, rather than individually approving and signing each transaction.

Figure 12 shows the use of XML Signature tags for a XARL document. The “Signature” element contains the XML namespace used for the signature. The “CanonicalizationMethod”, “SignatureMethod”, and “Reference” elements appear within the “SignedInfo” element. The “CanonicalizationMethod” element indicates the algorithm used to canonize the “SignedInfo” element. The “SignatureMethod” element specifies the algorithm used to produce the signature value. Each referenced resource is specified through a “Reference” element and its digest is placed in a “DigestValue” element. The resources can be identified through a Uniform Resource Identifier (URI). The “Reference” element contains the “DigestMethod” element that identifies the algorithm used to calculate the digest. The signature value of the digest of the “SignedInfo” elements appears in a “SignatureValue” element. If key information is included, it appears in a “KeyInfo” element. Please note that this example is a mock-up only. These features have not yet been fully developed by W3C.
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Figure 12   XML Signature example

Benefits of adopting XARL
XBRL is developed to provide a more efficient and effective means of preparing and exchanging financial information. However, financial information in XBRL documents can be easily created and manipulated without authorization. Also, business and financial information in XBRL can be used and interpreted without the organization’s consent or knowledge. As a result, threats to the reliability and quality of information can undermine the success of XBRL. Adding XARL to XBRL can provide several benefits. For companies that prepare financial statements, XARL can reduce their costs of signaling the reliability of their information. For financial information users, XARL can reduce their uncertainty over perceived authenticity and integrity risks and provide them with trustworthy information. For audit professionals, XARL provides an opportunity. Assurance services can be performed for XBRL-coded financial statements as a whole, for selected items in the financial statements, and for information systems and controls underlying those financial items. Assurance type and assurance duration can vary as well. 
XARL tags can help users and companies better understand the assurance properties of information disseminated over the Internet. Indeed, once the infrastructure for such assurance is in place it is possible to envisage the provision of assurance on demand, tailored to user needs, possibly even paid for by the user automatically upon clicking the assurance icon.

Issues for Future Consideration
XARL is being developed to ensure the reliability of the XBRL-coded information. XBRL documents enhanced with XARL tags will be less susceptible to tampering and will be more credible, enabling users to place warranted reliance on financial information disseminated over the Internet. Although this paper describes XARL and illustrates how it can be implemented, it is only a beginning, since there are a number of additional issues to be addressed:

· Part of the XARL infrastructure described in this paper involves public accountants creating the XARL files based on XBRL data received from client systems. Since the financial statements are the client’s, dual signatures may be required for the documents transmitted to users containing the XBRL and XARL information. Although this sounds complicated, once the infrastructure is in place it may involve nothing more than a signal from a secure device such as a smart card or electronic token. Already, many organizations are issuing security tokens to their executives to provide security over remote access to organizational systems and knowledge bases. Managing such “keys” will be an important control process in both client entities and assurance-providing organizations. 

· The Internet is global; however, the infrastructure required for XARL such as digital signatures, Certificate Authorities and other aspects of PKI may not evolve at the same pace throughout the world. Thus, it may be necessary to create a profession-wide, or major firm-sponsored international infrastructure for managing assurance certificates. 

· Once the XARL infrastructure is in place, it could be used to provide continuous, real time assurance upon demand. This could require the development of new assurance standards to address issues such as materiality, subsequent events, etc. In addition, new evidence-gathering techniques may be required. These will benefit from the susceptibility of information on the web to being audited by intelligent automated tools.

· Under the traditional model, the entity pays for the assurance. The current paper continues relying on this model. However, once the infrastructure for XARL is created, it is possible to introduce an alternative model for some or all assurance services, whereby users pay directly for the assurance provided. The economics of such a model need to be explored in future research.

· Given the limited understanding that exists about traditional assurance, it will be important to educate financial statement preparers, assurance providers and users about the potential benefits and limitations of this new system for providing assurance on information disseminated over the Internet.
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� ISO (International Organization for Standardization), founded in 1947, is a worldwide federation of national standards bodies from some 100 countries, one from each country. Among the standards it fosters is Open Systems Interconnection (� HYPERLINK "http://searchNetworking.techtarget.com/sDefinition/0,,sid7_gci212725,00.html" �OSI�), a universal reference model for communication protocols. Many countries have national standards organizations such as the American National Standards Institute (� HYPERLINK "http://searchSystemsManagement.techtarget.com/sDefinition/0,,sid20_gci213776,00.html" �ANSI�) that participate in and contribute to ISO standards.


� The W3C (World Wide Web Consortium) is an industry consortium led by not for profit entities. The Consortium seeks to enhance interoperability between web technologies by developing specifications, guidelines, software, and tools to lead the web to its full potential.


� A taxonomy is a dictionary of the financial terms used in preparing financial statements or other business reports and the corresponding XBRL tags. Since the same tags are used by all “publishers” of XBRL documents who rely on the same taxonomy, all users of those documents will recognize the tagged data the same way. For example, the tag <group type="ci:balanceSheet.assets"> indicates that the data after the tag relates to assets on the balance sheet.


� Additional information about the relationship between HTML, XML and XBRL, and examples of their application to financial information are contained in our paper on “Business Reporting with XML” in the Encyclopedia of the Internet edited by Hossein Bidgoli, John Wiley, forthcoming.


� Current auditing and review standards already contemplate the possibility that the auditor might provide assurance about financial information and non-financial information. For example, refer to AICPA Professional Standards section 623.


� There are several XBRL document validation programs. One is available from XBRL Solutions Inc. (http://www.xbrlsolutions.com)


� Due to the advances of information technology more organizations depend on it to run their businesses, produce products and services, and communicate with customers and business partners. It is very important that their systems be secure and reliable and produce accurate information. In response to this business need, the AICPA and the Canadian Institute of Chartered Accountants (CICA) have introduced system assurance services such as SysTrust and WebTrust, which enable public accountants to provide assurance that a system is reliable.


� This step is not mandatory; however, the advantages of doing so are that a log can be created of all parties relying on the financial statements for purposes of privity or for notification in case of restatements. Some parties may be reluctant to supply such information. 


� Currently, W3C is working on XML Encryption and XML Signature specifications. These will provide a practical way of implementing the ideas expressed in this paper.


� This illustration raises several issues that are beyond the scope of this paper, such as the risk of free-riding, etc. Whether there would be an economic demand for the approach described herein is an open issue for future research. However, one benefit of using a public key cryptography approach is that only users who are allowed to access the XARL document directly by the assurance provider would have privity (i.e., able to sue for negligence). We assume that at a low enough cost, users would be motivated to purchase the assurance from the assurance provider and that the assurance provider would be economically motivated to provide such assurance through the combination of fees paid by the reporting entity and user fees. 


� Trust Services Principles and Criteria Version 1.0 are published by the American Institute of Certified Public Accountants and the Canadian Institute of Chartered Accountants.


� A taxonomy viewer application is available from XBRL Solutions Inc. (� HYPERLINK "http://www.xbrlsolutions.com" ��http://www.xbrlsolutions.com�). Please note, that this viewer is designed for XBRL and requires certain minor modifications in the XARL taxonomy to enable the viewer to recognize it. To properly view the taxonomy provided in this paper, this version of the viewer requires the global replacement of “XARL” with “XBRL”.


� This and other examples of the XBRL and XARL documents used as illustrations in this paper can be downloaded from the following website: � HYPERLINK "http://arts.uwaterloo.ca/~jeboritz/XARL" ��http://arts.uwaterloo.ca/~jeboritz/XARL�.


� Please note that all XBRL examples used in this article are based on version 1 of XBRL. The XBRL specification version 2.0 was publicly announced on Dec. 14, 2001. This specification is to be used to create XBRL taxonomies. However, at the time this article was prepared no XBRL taxonomy based on version 2.0 was available. Version 2.0 is significantly different from version 1, but the key concepts described in this article are still applicable. 


� In the example, assurance information is embedded in the XBRL document by using XARL tags. However, assurance information can be provided as a separate document.


� � HYPERLINK "http://www.w3.org/TR/REC-CSS1" �Cascading Style Sheets, level 1 (CSS1)� is a � HYPERLINK "http://www.w3.org/TR/" \l "About" �W3C Recommendation�. It describes the CSS language as well as a basic formatting model. � HYPERLINK "http://www.w3.org/TR/REC-CSS1" �Cascading Style Sheets, level 2 (CSS2)�, which is also a W3C Recommendation, builds on CSS1. It includes media-specific style sheets (e.g. printers and aural devices), and element positioning and tables.


� Extensible Stylesheet Language Transformations (XSLT) has evolved from the early Extensible Stylesheet Language (XSL) standard. XSL consists of a language for transforming XML documents and a language for formatting XML documents. The XSL formatting language, often called Extensible Stylesheet Language Formatting Objects (XSL-FO), provides means to display data in some format and/or media. XSL transformations language, known as XSLT, provides means to parse a XML document into a tree of nodes, and then convert the source tree into a result tree. XSLT was proposed and later accepted as a separate standard for XML data transformation only. XSL is now generally referred to as XSL Formatting Objects (XSL-FO), to distinguish it from XSLT.


� The stylesheet is embedded into the XARL document to make the example simple. Like XBRL and XML, a XARL document with stylesheets can be transformed into other formats such as HTML, text, spreadsheet, and database.


� Microsoft Internet Explorer 6.0 is recommended for viewing this example. Internet Explorer 5.0 and 5.5 include the Microsoft XML Parser (MSXML) which includes an implementation of Extensible Stylesheet Language (XSL) that is based on a working draft of the XSLT specification. The XSLT specification was finalized on November 19, 1999. The MSXML parser installed in Internet Explorer 5.0 and 5.5 does not support the most current XSLT specification. Thus, a reader of this article who uses Internet Explorer 5.0 or 5.5 must install MSXML version 3.0 or higherfrom � HYPERLINK "http://msdn.microsoft.com/xml/default.asp" �MSDN.microsoft.com/xml�. Unfortunately, Netscape 6.2 does not support the XSLT specification. Therefore, the example will not work in Netscape.


� XML Encryption defines a format, data model and encryption syntax for encrypting content, along with the information an intended recipient would be required to decrypt to access data or files. Thus, XML Encryption provides an encrypted key mechanism and a method for providing a � HYPERLINK "http://www.xml.com/pub/a/2000/05/24/deviant/index.html" \t "_blank" �Uniform Resource Identifier� (URI) for a known key. It also supports � HYPERLINK "http://www.xml.com/pub/r/203" \t "_blank" �XML Signature�, and interoperates with � HYPERLINK "http://www.xml.com/pub/a/2000/11/29/schemas/part1.html" \t "_blank" �XML Schemas�, as well as supports the requirements of the Organization for the Advancement of Structured Information Standards (OASIS) � HYPERLINK "http://www.oasis-open.org/committees/security/index.shtml" \t "_blank" �XML-Based Security Services Technical Committee� (SSTC). OASIS is a not-for-profit, global consortium that drives the development, convergence and adoption of e-business standards. For further information, visit the XML Encryption website http://www.w3.org/Encryption/2001/.


� Please note that the example is based on the second W3C � HYPERLINK "http://www.w3.org/Consortium/Process/Process-19991111/process.html" \l "RecsCR" �Candidate Recommendation� from the � HYPERLINK "http://www.w3.org/Encryption/2001/Overview.html" �XML Encryption Working Group�. The final W3C Recommendation may differ from � HYPERLINK "http://www.w3.org/Consortium/Process/Process-19991111/process.html" \l "RecsCR" �this� recommendation, but the key concepts described in this article are still applicable.


� In public key cryptography, the entire message is typically not transformed with the private key, mainly due to performance considerations. As an alternative, a small unique part of the document, called a “hash” or “digest” is transformed instead of the whole document. Since the digest is very sensitive to changes in the original document, recipients can easily determine whether the data was changed by comparing the digest that was sent to them with the digest they calculated from the data they received. In addition, recipients can verify the source of the message by transforming the hash with their private key.


� For additional information please refer to Chapter 10 of Electronic Commerce: Security, Risk Management, and Control by Marilyn Greenstein and Miklos Vasarhelyi, McGraw Hill Irwin, 2002.


� XML Signature is being developed by a joint Working Group of the W3C and the Internet Engineering Task Force � HYPERLINK "http://www.ietf.org/glossary.html" \l "IETF" �(IETF)�. IETF is an open international community of network designers, operators, vendors, and researchers concerned with the evolution of the Internet architecture and the smooth operation of the Internet. Their mission is "to develop a XML compliant syntax used for representing the signature of Web resources and portions of protocol messages (anything reference-able by a URL) and procedures for computing and verifying such signatures." It is open to any interested individual. For further information, visit the XML Signature website (� HYPERLINK "http://www.w3.org/Signature/" ��http://www.w3.org/Signature/�).


� Non-repudiation means that the signer of a document cannot later disown the digital signature by claiming it was forged.
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